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Preferred and Easiest Method: AE Punchout Catalogs

• Dell: our preferred software reseller
• Adobe 
• Finance & Accounting
• Graphics & Design

• CDW-G:
• Communication
• Reporting & Data Analytics

• Main Catalogs to Choose From



Why is AE Punchout the Preferred Method of Purchase?

• No VRA is needed
• No Purchase Agreement is Required
• Digital Software is available to download immediately



What if Punchout Doesn’t Have What I Want?

• Disclaimer: If the following steps are not followed, you will risk 
an Unauthorized Purchase



Part 1: Virtual Risk Assessment

• This is processed by our CISO team. 
• Request is done via ANR portal
• Depending on the protection level can take up to 8 weeks. (P1-

P4)
• Higher P-level takes longer

• You can check if an Assessment has been completed already 
AND if it is still valid.



Part 2: UC Davis Procurement Review

• Once VRA is complete. 
• Terms & Conditions must be reviewed by UC Davis.
• Can be processed as a PO or No Cost Agreement.
• Turnaround time ~ 3-6 weeks

You are not authorized to agree to Terms of Service!



Part 2: Back Up Required

• Purchase Request Form
• SRS Form – Signed by Technical UISL
• Copy of completed VRA
• Copy of Terms & Conditions





Purchasing with a P-Card?

• Still must do VRA and Procurement Review
• When reconciling your expense in Aggie Expense you will reference 

your agreement in the expense line.



Just Downloading an App?

• Still must do VRA and Procurement Review



Just renewing the subscription?

• Still MUST have a current VRA and current PO or Agreement



Keep ANR Safe!



Questions?



UC Data Security
What is a P-Level



UC Protection Levels (P-Level)

• Protection Level 1 (P1)
• Public Data, intended to be 

viewed by the public

• P1 • Examples

• Blogs
• Public Websites
• Published research
• Press releases
• Marketing 

materials/advertisements



UC Protection Levels (P-Level)

• Protection Level 2 (P2)
• Internal data, not specifically 

protected by regulations
• Generally not intended for 

public use
• Loss results in minor damage 

or financial loss

• Examples

• Outlook Calendars*
• Internal websites/emails*
• Meeting Notes
• Building plans
• Directory information
• Research using publicly available 

data
• Email contact lists (less than 500 

emails)
*with no P3/P4 data



UC Protection Levels (P-Level)

• Protection Level 3 (P3)
• Sensitive data, protected by 

regulations
• Not intended for public use
• Loss results in small to moderate 

fines, penalties or civil actions.
• Also includes lower risk items 

that, when combined, represent 
increased risk

• Examples

• Large external email contact 
lists (>500)

• Student Records
• Personnel Records
• Security Camera recordings
• Export-controlled research
• Animal research protocols
• IT security-related information



UC Protection Levels (P-Level)

• Protection Level 4 (P4)
• Highly sensitive data
• Not intended for public use
• Loss results in significant fines, 

penalties, regulatory action, civil 
or criminal violations.

• Examples

• Personally Identifiable 
Information (PII) such as

• SSN
• Driver’s License #
• Financial account numbers
• Biometric or genetic data
• Health insurance info

• Passwords
• Protected Health Info (PHI or 

HIPPA Data)
• Credit Card Info (PCI)



Vendor Risk Assessments
Process and Advice



UC Requirements & ANR Process

• Suppliers (AKA Vendors) must be assessed for risk
• What data is the vendor storing?
• What happens if that data is breached?
• What is the vendor doing to secure that data?

• Open an ANR Risk Assessment 
• Portal – My Links



ANR Process

• Check the approved vendors:

• List of reviewed vendors



ANR Process

• Vendors already assessed:
• What Protection Level is the vendor approved for?
• When does the VRA expire?
• For P2 or P1

• Using the same (or lower) protection level of data, no need to open a new VRA, 
complete the SRS

• Otherwise open a new VRA request
• For P3 or P4 – fill out the VRA request

• IT will share the completed report
• Unsure?  Open a VRA request



ANR Process

• Vendor is not assessed or assessment has expired
• Complete the form, opens a ticket in ServiceNow
• Be detailed in how you plan to use the application and what data you 

intend to use with it

• For P3 or P4
• You must include a contact at the vendor.



ANR Process

• P1 and P2 vendors – VRA lite (Lower Risk)
• Turn around ~10 to 30 days
• Verify the data protection level
• Review privacy policy
• Standard recommendations

• P3 and P4 – Full VRA report
• Turn around (30 - 90+ days)
• Full Security Review
• SOC 2 Type 2 report
• ISO certifications
• HECVAT Questionnaire
• Venminder partner
• Requires Appendix-DS
• What news can we find?



Appendix Data Security

• Lays out requirements for storing UC’s 
sensitive data

• Some changes can be made by vendor –
must be accepted by UC

• Best option:
• Use approved systemwide vendors
https://www.ucop.edu/procurement-services/for-
ucstaff/systemwide-contract-lists/information-technology-
agreements.html
• Use vendors already established in the UC



Software and Related Services (SRS) Form

• Required by UCD
• P2 and P1 – Director can sign as the 

Technical UISL
• P3 and P4 – CISO will sign as the 

Technical UISL
• https://supplychain.ucdavis.edu/sites/g/files/dgvnsk2181/fi

les/inline-
files/Software_Related_Services_Approval_Form_01082
4.pdf


